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Special Report on the 2018
Pyeongchang winter sporting events

Overview 

The 2018 South Korean Pyeongchang winter sporting events will take place on 9-25 February

and 9-18 March respectively. More than 8,000 athletes from over 100 countries will compete 

in about 180 events in the country’s eastern Gangwon province. Snow sports will be 

held in the mountain cluster of Pyeongchang county, while ice events will take place in and

around the city of Gangneung.

With Pyeongchang located less than 100km (60 miles) miles south of the Demilitarized Military 

Zone (DMZ), the lead-up to the games has been dominated by media coverage of the

perceived threat from North Korea. North Korea’s increased tempo of ballistic missile and 

nuclear tests throughout 2017 contributed to elevated tensions on the Korean Peninsula. 

Location of Pyeongchang and winter sporting event venues 

Source: First Coast News 

South Korea has a long history of successfully hosting major international events, including the 

FIFA 2002 World Cup, 2011 World Athletics Championships and the 2014 Asian Games. 

The Pyeongchang winter events are likewise expected to proceed without major incidents
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given the robust security and response plans implemented by the government and significant 

resources invested to ensure the safety of the events. 

Recent moves by North Korea, namely to restart dialogue with the South and send its athletes 

to take part in the winter sporting events, have raised hopes of a temporary respite from 
the heightened tensions on the peninsula.  

The most likely threat to travellers and organisations stems from cyber-attacks, both 

state-backed and of a criminal nature. Pyeongchang and Gangneung may also see small 

increases in opportunistic criminal activity as criminal elements look to take advantage of the 

huge crowds expected in the region. No transnational terrorist threats to the winter sporting 
events have been identified at this juncture. 

Kim’s Overtures to South Korea Ease Tensions Temporarily 

North Korean leader Kim Jong Un surprised many with his calls for improved relations with the 

South in his New Year’s speech, after presiding over a dramatic acceleration of the North’s 

weapons programme in 2017. This included the country’s first intercontinental ballistic missiles 

(ICBMs) as well as shorter-range projectiles that travelled through Japanese airspace. South 

Korean President Moon Jae-in quickly grasped the olive branch extended by Kim, and on 9 

January, the two countries held their highest-level talks in two years. Following the meeting, it 

was announced that the North would be sending a delegation to take part in the Pyeongchang 

games, while the two Koreas are also considering marching together during the opening and 
closing ceremonies and field a joint women’s ice hockey team. 

The developments are not without precedent as Pyongyang has a history of carrying out 

provocations and then pursuing dialogue with Seoul and Washington in an attempt to win 

concessions or ease sanctions. Likewise, the two Koreas have taken similar steps to reunite at 

international sporting events during periods of détente in the past; although the last time they 

marched together was during the 2007 Asian Games in China, only for relations to 

subsequently sour.  

Thus far, the talks have largely focused on cooperation during this sporting event series, 
and discussions on more difficult political and military issues are expected to come later. The 

North has already indicated that talks over its weapons programme were off the table, while 

the South is unlikely to agree to its neighbours’ request to permanently freeze military drills 

with the US. However, the two sides have re-opened a military hotline, which reduces the 

chances of accidental military escalation. 

There has been speculation that Kim’s overture to the South was an attempt to drive a wedge 

between Seoul and Washington given the latter’s hardening stance under President Trump, 

even as his South Korean counterpart has been pushing for rapprochement. While South Korea 

and the US have already agreed to postpone scheduled military drills until after March 18th,
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a break-up of their alliance is unlikely; if anything, Kim’s increasing tempo of missile 

launches has made the South more reliant on Washington’s military protection.  

Ahead of the winter sporting events, the North is expected to maintain its 

conciliatory tone towards the South, although this does not discount a continuation of 

the threats and personal attacks between Kim and US President Trump. Any escalation in 

threat from the North is unlikely in the immediate term given it would compromise its 

own chances in the games, which it sees as an opportunity to improve the country’s 

international prestige, and may trigger a chain of events that could lead to wider conflict 

threatening the interests of all the affected parties. Nonetheless, as the North 

continues its inexorable march towards acquiring nuclear capabilities, a return to 

the status quo is largely expected after the games, with the cycle of incendiary rhetoric 

and provocative actions to persist. 

The Cyber Threat 

Cyber-attacks are likely to be the main threats to the games from a security perspective given 

that such international events typically see an increase in such incidents. However, their direct 

impact on the safety of visitors will be limited. As the country with the greatest 

internet connectivity in the world, South Korea is particularly susceptible to a range of 

cyber-crimes, from surveillance, hacking, denial-of-service attacks to economic espionage. A 

report by the country's National Assembly's Public Administration and Security Committee in 

2015 revealed that government institutions had suffered a significant number of cyberattacks 

in the preceding four years, with the Ministry of Foreign Affairs the most targeted. Incidents 

included attempts to access classified information and leaking of sensitive data. 

Attacks have also targeted critical infrastructure such as banks, transport, and nuclear 

power plants, as well as private conglomerates. Seoul has regularly blamed the North 

for these recurrent attacks over the past decade and in 2015, created a new cabinet post 

to handle cyber-security. Despite Pyongyang’s regular denials, North Korean defectors have 

reported that the country spent a significant chunk of its military budget on cyber 

operations and had an army of several thousand trained hackers.  

As the North has grown in technical sophistication, government-backed hackers have 

been blamed for an increasing number of cyber-attacks, including the “WannaCry” 

ransomware attacks in May 2017 that affected computers in more than 150 countries 

and crippled operations in healthcare, banking and other sectors across the globe. Hackers 

affiliated with the North were also accused of being behind more recent attacks on 

crypto-currency exchanges, about a quarter of which are hosted in South Korea, which are 

believed to have netted them millions in virtual money. 

A common tactic in the attacks have been the use of malicious codes sent through 

“spear phishing” emails, typically designed to look as if they originate from official bodies. 

In some instances, the malware will spread after users open attached documents, and give the 
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hackers remote access to infected computers, allowing them to steal personal information. 

However, in December 2017, cyber security company McAfee also uncovered a spate of attacks 

with a more sophisticated method that targeted organisations involved in or supporting the 

Pyeongchang winter sporting events. According to a report, the emails purported to be from 

South Korea’s National Counter-Terrorism Centre, and the malicious code was hidden in the 

text itself without users having to download a text. As in previous cases, the goal was to obtain 

the targets’ passwords and financial information. There have also been reports of Russian 

hackers hacking into and leaking emails related to the winter sporting events, in apparent 

retaliation for the banning of its athletes from the games over state-sponsored doping. 

South Korean authorities have recognised the cyber-threat to the games, with a report in 

September indicating that the government had earmarked more than USD1 million for 

cyber-security protection during the events. The organising committee for the 2018 winter 
sporting events, POCOG, has also reportedly hired a private security company to guard 

against possible hacking attempts.  However, as cyber-attacks remain relatively cheap 

to execute and difficult to attribute, this is unlikely to deter hackers, either state-sponsored 

or of a criminal nature. 

Other Threats 

Crime 

The majority of criminal activity affecting foreign visitors and tourists in South Korea is 

generally petty in nature, and is concentrated mostly in areas with high human traffic in 

large cities such as Seoul and Busan. During the sporting events, there are concerns that 

opportunistic criminals will take advantage of the large number of visitors to carry out 

acts such as pickpocketing, bag-snatching theft of unattended items. However, Korean police 

have indicated that they will increase patrols and inspections in major areas around the 

winter sporting event venues in Pyeongchang and Gangneung to deter such activities. 

Meanwhile, there have been reports of hotels in the region engaging in price-gouging, 

with some establishments charging as much as triple the normal peak-season prices. In 

response, the Ministry of the Interior and Safety in December announced that it would run an 

‘intensive pricing clampdown’ through the end of January as well as set up multi-language 

hotlines to handle customer complaints. Foreign visitors should be mindful of similar 

practices by other commercial establishment during the sporting events. 

Terrorism 

There have been no identified transnational terrorist threats to the games at this juncture. No 

known extremist groups are known to operate in the country, nor have there been any 

attacks in recent years or against past international events hosted by South Korea. There were 

reports in 2016 of Islamic State (IS) threats against South Korea, including US military bases, 

over its participation in an international coalition against the jihadist organisation in the 

Middle East, but these threats failed to materialise. Moreover, South Korea has a 

relatively ethnically homogeneous population, and calls for ‘lone-wolf’ attacks are less likely 

to resonate as in some 
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countries where members of minority groups seeing themselves as marginalised may be more 

susceptible to be influenced by radical Islamist propaganda. 

While the profile of the international winter sporting events may be potentially attractive 

to terrorist groups, the country has strong law enforcement and intelligence services. In 

March 2016, lawmakers passed an even more robust Anti-Terrorism Law, which boosted 

the National Intelligence Service’s (NIS) ability to track and monitor suspects as well as 

increased punitive measures for individuals convicted on terrorism-related charges. South 

Korea also maintains bilateral security strategic partnerships with foreign governments, 

with the government indicating last year that it was collecting terrorism-related 

intelligence with 50 countries. In December, immigration authorities deported 17 

individuals from Southeast and Central Asia with suspected terrorist ties or on the 

wanted lists of intelligence agencies’ in a pre-emptive measure against potential threats. 

In the months leading to the games, security forces have carried out multiple counter-

terrorism exercises around the winter sporting event venues in Pyeongchang and Gangneung. 

Unrest 

South Korea has an active civil society, and protests over a range of political and socio-

economic grievances occur regularly. Rallies are most frequent in urban centres such as Seoul 

and Busan, and are generally staged outside government offices, in public plazas and along 

major thoroughfares. Turnouts can range from dozens to hundreds of thousands of participants 

depending on the issue. The majority are conducted peacefully, and are more likely to cause 

localised traffic to overland travel rather than pose a direct threat to the safety of 

individuals. At this juncture, there are no indications of any sporting event-specific protests 

planned, although this could change as we approach the event. 

Health and Medical 

High quality medical facilities can be found throughout South Korea’s urban centres and 

there are additional clinics at the sporting event venues. Travelers should verify their health 

insurance coverage before they travel. Over-the-counter and prescription medicines are 

available across the country and are dispensed at pharmacies, which are typically located 

near hospitals and clinics. 
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Additional Sources 

Travellers should familiarise themselves with local plans and shelters. The South Korean 

Government has a warning system to notify the public of emergency situations. There are 

24,000 emergency shelters across the country, and the Ministry of the Interior and Safety has a 

mobile application that may be downloaded. The app, Emergency Ready App, provides a list of 

emergency shelters for safe evacuation in case of disaster and First aid. Travellers can also use 

the American Forces Network (AFN) 360 app to access the AFN radio stations throughout for 

guidance during a crises or contingency. 

Emergency Contact Numbers 

 Police: 112

 Medical emergency and fire: 119

 Event Information Call Centre: 1330 (in Korean, English, Chinese and Japanese 
languages) 

Other sources of information include the Korean Ministry of Foreign Affairs Twitter account and 

the Korean Meteorological Administration website. 

Travellers should prepare journey plans in advance. The Gyeonggang line KTX (Korea Train 

eXpress) is the main public transport route to Gangneung from Seoul and the 

international airport in Incheon, while the primary train station closest to most sporting 
event venues in the mountain cluster is Jinbu station. The Spectator Guide section of the 

official website contains detailed travel information.  

Travellers should remain vigilant and cognisant of surroundings at all times. They should 

avoid showing excessive signs of wealth such as large amounts of cash, flashy jewellery, high-

end cameras and other luxury items. Travellers should further adhere to any directives issued 

by local police and security officials.  

Travellers should follow best practices to mitigate the cyber threat. These may include: 

 Travelling with “clean” devices, devoid of personal identity information and sensitive

files with Full Disk Encryption (FDE). Travellers may also consider using a secure VPN

tunnel with IP cloaking.

 Ensuring that computer software is updated, including operating systems and

programmes, and installing a comprehensive security suite that provides layered

defence via anti-virus, anti-phishing, safe browsing and firewall capabilities.

https://itunes.apple.com/es/app/emergencyreadyapp/id826120919?l=en&mt=8
http://www.afnpacific.net/AFN-360/
https://twitter.com/mofakr_eng?lang=en
https://web.kma.go.kr/eng/weather/forecast/notice.jsp
https://www.pyeongchang2018.com/en/spectator-guide/transportation-Information
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 Disabling Wi-Fi on all devices as much as possible and when not in use. Internet

services at cafes, coffee shops, hotels, airports, or other local venues, should not be

considered safe for sensitive communications, online banking or web browsing.

 Taking precautions on social networking sites, and thinking carefully before posting

information such as address GPS location, phone number, place of employment, and

other sensitive information that can be targeted and exploited.

 Considering unsolicited emails containing attachments or links to be suspicious. If the

identity of the sender cannot be confirmed, travellers should delete the email without

opening. URL addresses should be confirmed, especially those requiring credentials.

Only download software and mobile device apps from trusted sources to reduce the

risk of inadvertently installing malware

 Using complex passwords for each account, and two-factor authentication where

possible. Change all passwords before and after the trip.

 Considering purchasing a phone during travel that uses a local SIM card. This option

may require a service plan with a cellular provider.
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Disclaimer 

Drum Cussac Group Limited and any of its affiliated or associated companies, or any company in the Drum Cussac 

group of companies makes no representation, warranties or assurance against risk with respect to the contents or 

use of this document, and specifically disclaims any express or implied warranties or usefulness for any particular 

purpose of this publication. Recommendations made are based on information provided by the client and other 

information available at the time of writing. No express or implied warranty is given in respect of any judgment 

made or to changes or any unforeseen escalation of any factors affecting any such judgment. Drum Cussac Group 

Limited reserves the right to change or revise this document, in consultation with the recipient. This document has 

been prepared for the exclusive use and benefit of the addressee(s) and solely for the purpose for which it is 

provided. Unless we provide express prior written consent, no part of this report should be reproduced, distributed 

or communicated to any third party. We do not accept any liability if this report is used for an alternative purpose 

from which it is intended, nor to any third party in respect of this report. 

Copyright 
Copyright 2018 Drum Cussac Group Limited and companies in the Drum Cussac group of companies. All rights 

reserved. No part of this publication may be reproduced, photocopied, stored on a retrieval system, or transmitted 

without the express prior consent of Drum Cussac Group Limited and companies in the Drum Cussac group of 

companies. The client agrees to indemnify Drum Cussac Group Limited and companies in the Drum Cussac group of 

companies against any claims and any resulting damages that may be caused by any unauthorised disclosure of such 

documents. 

Confidentiality 
This document is graded as Commercial in Confidence and should be transmitted, communicated, stored and 

secured accordingly. 




